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e Problem Description

(O © Problem: Network traffic on board US Navy Ships are
vulnerable to malicious attacks

° Why is network traffic important?

°  Objective: Detect malicious attacks to the network traffic
data and trigger subsequent alerts.

£
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e Methodology Exploration

() Methods
1. Long Short Term Memory (LSTM) Neural Networks

Single Step Prediction

Disadvantage: Does not detect attacks more
sophisticated than altering data magnitude
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e Methodology Exploration

() Methods
1. Long Short Term Memory (LSTM) Neural Networks
2. Reinforcement Learning
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e RL Problem Formulation

() ©° Per Episode:
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o Randomly set environment factors
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e RL Problem Formulation

() © Per Step:
o Collect an observation
5 Wrap observation with an

» time
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e RL Problem Formulation

(O ©° Naive Attack Module

° Randomly selects timestep to launch attack

o Randomly selects observations to attack

o Randomly selects perturbation amount

= Continues to attack observation until agent detects attack

o] b
o L

I » time
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e RL Problem Formulation

() ©° Observational Space (O)

0-=|

[position + n history],
[orientation + n history],
[position rate + n history],
[orientation rates + n history],
[environment info + n history],
[engine info + n history],

[next waypoint]

]

where:
n=5
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.
RL Problem Formulation

() © Action Space (A)

A=T[A,A]

Ai=V[(0o EO)AN~(0 E{sep})]:0<a<1
Ab=0<ac<1

where:
sep = simulation exclusive features
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e RL Problem Formulation

() © Reward Function (R)

R = Z r(a)+b

a €4,
where:
@) = { [£r=:—aa||00==t;Zleje]
[10 | (Underattack A (A, = .8))]
b [10 | (~ Underattack A (A, < .2))]

[—10 | (Underattack A (A, < .5))]
[—10 | (~ Underattack A (A, = .5))]
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Setting up the RL Toolchain

°  Finding a Surface Vehicle Simulator

ﬂ Sensors

Article
Unmanned Surface Vehicle Simulator with
Realistic Environmental Disturbances

°  Benchmarked existing simulators and found a lack of
modeling environmental disturbances

Simulator | Waves Buoyancy
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e Setting up the RL Toolchain

() © ROS based Surface Vehicle Simulator

wind Currents »



e Setting up the RL Toolchain

() © Extended the ROS based Simulator by developing a node to:
°  Publish randomized navigation goals

o Collect data by subscribing to relevant topics

o Set environmental parameters

e
T em
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. ki

Ship Navigating to Waypoint Ship Navigating to 300 Waypoints
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O

Setting up the RL Toolchain

° Extended the ROS based Simulator by developing a node to:

]

o Collect data by subscribing to relevant topics

O

)

ROS Node Receiving Data and Publishing Waypoints
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e Setting up the RL Toolchain

() ° Extended the ROS based Simulator by developing a node to:

(m]

O

o Set environmental parameters

"L}Eﬂ

Calm Water at Low Wind Speed Rough Waves at High Wind Speed
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O

Setting up the RL Toolchain

°  Toolchain Summary

Stable-Baselines3

1 ROS &

ROS & GAZEBO

@ OpenAl Gym

Open Al Gym
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e Policy Demonstration

() ° Training a Policy
% PPO Algorithm
= 1 Million Timesteps

Learning Curve
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e Policy Demonstration
°  Sanity Check

Observation:
[e] position_x: 263.15 —
[1] position_y: 36.92
(::) [2] position_z: 0.94
[3] orientation_x: 0.06
[4] orientation_y: 0.01
[5] orientation_z: 0.96
[6] position_rate_x: 1.12 - (Opservations
[71 position_rate y: -0.01
[8] position_rate_z: -0.91
[9] orientation_rate_x: 0.11
[1e] orientation_rate_y: 0.82
[11] orientation_rate_z: -0.01
[12] wind_speed: 3.0
[13] engine_velocity_command: 286.8

[14] rudder _angle: ©.04
Index to modify: no

Action:
[e] position_x: 0.8
[1] position_y: 0.82
[2] position_z: 0.29
[3] orientation_x: 0.03
[4] orientation y: 0.49
[5] orientation_z: 0.33 X
[6] position_rate_x: 0.97 = Confidence Levels
[7] position_rate_y: 0.0
[8] position_rate_z: 0.26
[9] orientation_rate_x: 0.39
[10] orientation_rate_y: 0.23
[11] orientation rate z: 0.31
[12] wind_speed: ©.48
[13] engine_velocity_command: 0.49
[14] rudder_angle: ©.87
I

[15] Under Attack: 0.0
Next? [Y/n] I

Benign Traffic 33




e Policy Demonstration
°  Sanity Check

Observation:
[e] position_x: 263.15
[1] position_y: 36.92

(::) [2] position_z: 0.94
[3] orientation_x: 0.06
[4] orientation_y: 0.01
[5] orientation_z: 0.96
[6] position_rate_x: 1.12
[71 position_rate y: -0.01
[8] position_rate_z: -0.91
[9] orientation_rate_x: 0.11
[1e] orientation_rate_y: 0.82
[11] orientation_rate_z: -0.01
[12] wind_speed: 3.0
[13] engine_velocity_command: 286.8

[14] rudder _angle: ©.04
Index to modify: no

Action: High Confidence Levels

[e] position_x: 0.8

[1] position_y: 0.82

[2] position_z: 0.29

S Overall Threat Level
[4] orientation y: 0.49

[5] orientation_z: 8.33 Under Attack: 0.0
[6] position_rate_x: 0.97 —_

[7] position_rate_y: 0.0

[8] position_rate_z: 0.26

[9] orientation_rate_x: 0.39

[10] orientation_rate_y: 0.23

[11] orientation rate z: 0.31

[12] wind_speed: ©.48

[13] engine_velocity_command: 0.49

[14] rudder_angle: ©.87
[15] Under Attack: 0.0
Next? [Y/n] I
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e Policy Demonstration
°  Sanity Check

Observation:
[0] position_x: 263.24

C) D1 ey 1% Attacking Y Position
[3] orientation x: 0.06
[4] orientation_y: 0.0
[5] orientation_z: 0.96
[6] position_rate_x: 1.2
[7] position_rate y: 0.02
[8] position_rate_z: -0.58
[92] orientation_rate_x: 0.12
[18] orientation_rate_y: -0.0
[11] orientation_rate_z: -0.0

[12] wind_speed: 3.0

[13] engine velocity command: 200.0
[14] rudder_angle: 0.05

Index to modify: 1

Perturbation: 234102981309812

Action:
[0] position_x: 0.0
[1] position_y: 0.0
2 osition_z: 0.02 f
TN L e Low Confidence Levels
[4] orientation:y: 0.06
[5] orientation_z: 0.0
[6] position_rate_x: 0.0
[7] position_rate y: 0.0
e Overall Threat Level
[92] orientation_rate_x: 0.02
[18] orientation_rate_y: 0.0 — —
[11] orientation rate z: 0.16 {j I( -
[12] wind_speed: 0.0 Un Er Attac - @tﬂB
[13] engine velocity command: 6.0 -

[14] rudder_angle: 0.0
[15] Under Attack: 0.08
Next? [Y/n] [l

Attack Y Position 35




e Policy Demonstration
°  Sanity Check

Observation:
[e] position_x: 263.59
[1] position_y: 36.67
(::) [2] position_z: 0.9
[3] orientation_x: 0.85
[4] orientation_y: -0.01
[5] orientation_z: 0.96
[6] position_rate_x: 1.43
[71 position_rate_y: 0.04
[8] position_rate_z: -0.89
[9] orientation_rate_x: 0.05 1 111
[18] orientation_rate_y: -0.07 AttaCklng X & Y POSItIon
[11] orientation_rate _z: 0.0
[12] wind_speed: 3.0
[13] engine_velocity_command: 200.0

[14] rudder_angle: 0.04
Index to modify: ©
Perturbation: 1234021384
Index to modify: 1
Perturbation: 1203981
Index to medify: no

Action:
[e] position_x: ©.83
[1] position_y: 0.07
[2] position_z: ©.02
[3] orientation_x: 0.04
[4] orientation_y: 0.07
5 orientation_z: 0.05 -
[6]  position rate x: 8.84 Low Confidence Levels
[7]  position_ratey: 0.8 Overall Threat Level
[8] position_rate_z: 0.0 —_— _
[9] orientation_rate x: 0.16
[18] orientation_rate_y: 0.12 Under AttaCk: a & 19
[11] orientation_rate_z: 0.0
[12] wind_speed: 0.0
[13] engine_velocity_command: 0.04

[14] rudder_angle: 0.0
[15] Under Attack: .19
Next? [Y/n]

Attacking X&Y Position 36




e Policy Demonstration
°  Sanity Check

Observation:
[e] position_x: 263.44
[1] position_y: 36.75
<> [2] position_z: 0.93
[3] orientation_x: ©.65
[4] orientation_y: -0.01
[5] orientation_z: 0.96
[6] position_rate_x: 1.49
[7] position_rate_y: 0.04
[8] position_rate_z: 0.85
[9] orientation_rate_x: 0.12
[18] orientation_rate_y: -0.06
[11] orientation_rate_z: 0.0
[12] wind_speed: 3.0
[13] engine_velocity_command: 200.8 age
[14] rudder_angle: ©.04 Large X and Y POSItIOﬂ

Index to modify: @

Perturbation: 123123421

Index to modify: 1

Perturbation: 98324211 .

Index to modify: 13 Englne Off
Perturbation: ©

Index to modify: no

Action:

[e] position_x: 0.0

[1] position_y: 0.0 g

[2]  positionz: 6.0 Low Confidence Levels

[3] orientation_x: 0.09

[4] orientation_y: 0.0

[5] orientation_z: 0.0

L Overall Threat Level
[7] position_rate_y: 0.61

[8] position_rate_z: 0.0 d k &

[9] orientation_rate_x: ©.13 un EL Attac - B - 4
[10] orientation_rate_y: 0.02

[11] orientation_rate_z: 0.1

[12] wind_speed: 8.0

[13] engine_velocity_command: 0.0

[14] rudder_angle: 0.0
[15] Under Attack: 0.4
Next? [v/n] [l

Attacking X/Y Positions and Engine Command 37




Policy Demonstration
° Dashboard for easy visualization

@ Network Traffic Alerts

Reinforcement Learning Agent

Wind Thanest Rudder

u ¥ z 4 @ y & ¥ : ¥ 6 y

R F'lgen[ confidence mnnmnn“mﬂnnn“

True Nebwork State RL Agent Alerts

Benign Traffic Benign Traffic

38



e Roadmap

(O © Problem Description

o Methodology Exploration

o Reinforcement Learning (RL) Problem Formulation
° Setting up the RL Toolchain

° Policy Demonstration

° Future Work

39



e Future Work

() ° Train policy for 10 - 50 million timesteps

° Introduce network traffic rate and time to observation space
°  Develop attack modules modeled from real-world APTs

° Configure simulator to represent real-world ship
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Thank you!

https://github.com/jasonjabbour/nta_rl

jason.jabbour@jhuapl.edu
jasonjabbour@g.harvard.edu
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